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New UK measures to address online file-sharing 
continued...

However they have been the subject 
of bitter negotiations between the 
ISPs and the rights owners for some 
time, without any resolution. 

Government consultation on 
legislative options
At the same time as announcing the 
MOU, the government launched a 
consultation on legislative options to 
address illicit file-sharing. Although 
the government would prefer 
self‑regulation by the industry it is 
consulting industry on a number of 
regulatory options. Options include: 
requiring ISPs to provide personal data 
relating to a given IP address to rights 
holders on request; requiring ISPs 
to take action against users who are 
identified; and requiring that ISPs allow 
the installation of filtering software. 
Again, these possible options will have 
implications under the Data Protection 
Act and also the Human Rights Act, 
which the parties will need to consider. 

Responses to the consultation are 
due by 30 October 2008. n 

Penelope Thornton
penelope.thornton@lovells.com
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The UK Court of Appeal18 has quashed 
convictions imposed upon Neil Higgs 
who sold modchips through his  
“Mr Modchips” business. A modchip  
is a device which bypasses measures 
(such as embedded codes) in computer 
game consoles which manufacturers 
include to prevent the playing of 
counterfeit and other unauthorised 
games on their consoles. But the 
victory is likely to be hollow for  
Mr Higgs as the court warned that, 
although he had been successful 
in the criminal proceedings, he 
may not be so fortunate if he were 
to be sued in the civil courts.

Basis of original convictions
Mr Higgs had been convicted by a  
criminal court19 of 26 offences contrary 
to section 296ZB of the Copyright, 
Designs and Patents Act 1988 (CDPA) 
which, in summary, makes it an offence 
to sell any device primarily designed 
for the purpose of allowing the 
circumvention of effective technological 
measures (ETMs). An ETM is defined in 
section 296ZF and is essentially a copy 
protection measure; it is technology20 
that protects a copyright work (other 
than a computer program) by inhibiting 
or restricting infringing acts (such 
as copying). Mr Higgs appealed. 

Facts nearly identical to 
earlier modchip case
The Court of Appeal said that the facts 
in Mr Higgs’ case were nearly identical 
to those in the earlier civil case of 
Sony v Ball 21. One difference in that 
case was that it was alleged (and the 
defendant admitted) that transient 
copying of the game onto the console 
took place when a counterfeit game is 
played. Therefore an ETM was being 
circumvented. The High Court held 
that the modchips allowed transient 
copying of the program and associated 
copyright material into a random 
access memory chip (RAM). Therefore, 
by allowing this restricted act, the 
modchips circumvented an ETM. 

Prosecution’s argument
The prosecution, it appears due to an 
oversight, did not rely upon the Sony 
v Ball case in the lower court and did 
not use the copying in RAM argument. 
If it had done so, the Court of Appeal 
said that “even a narrow interpretation 
of ETM would seemingly catch that”. 

Instead, the prosecution argued in both 
the lower court and the Court of Appeal 
that it could be inferred that there 
was an ETM in the game consoles 
through Mr Higgs’ activities (rather than 
actually providing evidence that there 
was an ETM). By selling modchips 
and modified consoles, Mr Higgs was 
in effect encouraging and exploiting 
a market for pirate games, and his 
activities led to the circumvention of 
the ETM. In other words, why else 
would Mr Higgs do what he was doing 
unless there was an ETM in place?  

Unfortunately for the prosecution,  
the Court of Appeal did not agree that 
this inference alone could prove that 
there was an ETM in the consoles.22 

The Court of Appeal used the same 
reasoning that was used in an earlier 
High Court of Australia decision, and 
concluded that an ETM must be a 
measure which physically prevents 
copyright infringement, and that 
this physical prevention had not 
been proven by the prosecution.

The Court of Appeal therefore 
quashed Mr Higgs’ convictions.

The court’s warning
Despite Mr Higgs’ success in having 
his convictions quashed, the Court 
of Appeal warned Mr Higgs that 
the prosecution would have been 
successful had it argued in the 
lower court that merely playing a 
pirated game involves making a 
copy and, therefore, involves an 
infringement. The court also said: 

“He [Mr Higgs] may also be fortunate 
that, at least this far, he has not been 
sued in the civil courts. There the 
procedure is apt to be much faster, 
technical slip-ups in evidence can 
generally be readily cured before final 
judgment and the remedies of damages, 
an account of profits, injunction and 
legal costs are readily obtainable. 
Breach of an injunction, if serious, can 
of course itself lead to imprisonment.”

The court did not allow an appeal of 
the case to the House of Lords as 
it felt that the correct construction 
of the CDPA does not prevent the 
prosecution of manufacturers or 
distributors of modchips provided there 
is evidence that there is copying in the 
process of playing the pirated game.

It has yet to be seen whether the 
Mr Modchips business will continue to 
sell modchips, but after this decision 
it would appear to be unwise. n 

Hollow victory for Mr Modchips

18	 24 June 2008 Neil Stanley Higgs v The 
Queen [2008] EWCA Crim 1324.

19	 The Bristol Crown Court.
20	 Such as encryption, or a device or 

component.  
21	 [2004] EWHC 1738, [2005] FSR 9.
22	 It appears that the prosecution was unable to 

put in evidence of a physical ETM system as 
such evidence was not put to the jury in the 
lower court.
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China’s Anti-Monopoly Law (AML) 
came into effect on 1 August 2008. The 
new law contains not only provisions 
prohibiting anticompetitive monopolistic 
activities but also a specific provision 
in article 55 prohibiting “abuse” of 
IP rights (see text box). It is not yet 
clear how the new law will be applied. 
However, the IP provision causes 
concern; in addition to article 55 being 
rather unclear as the two parts appear 
to be contradictory, of more concern 
is the fact that it may apply to any 
entity rather than only those having a 
dominant market share23 (as in EU law).

Guidance
There is no specific guidance on 
how article 55 will be interpreted or 
applied to IP infringement matters, 
but there is some indication on 
how it may be applied to disputes 
relating to technology contracts. 
This does not come from guidance 
given for the purposes of the AML 
but comes from the Supreme 
Court Interpretation24 which sets 
out contractual provisions (see text 
box) which would be held invalid for 
“illegally monopolising technology and 
impairing technological progress”. 

It is thought that, because technology 
contracts involve the application and 
use of IP rights, contractual provisions 
which would be considered to be 
“illegally monopolising technology” 
may now also infringe article 55 of 
the AML for “abuse” of IP rights. 

While penalties for breaching article 55 
have yet to be set, it is recommended 
that technology contracts involving 
Chinese entities be particularly 
reviewed for provisions that may 
be invalid and now may also trigger 
potential AML application and penalties. 

China’s new Anti-Monopoly Law prohibits abuse of IP rights

23	 Article 55 is not located in Chapter III of the 
AML which list provisions on abuses of a 
dominant market position but in Chapter VIII 
Supplementary Provisions. This implies that 
there is no prerequisite of a dominant 
market share in order for article 55 to apply. 

24	 Article 10 of the Interpretation of the 
Supreme People’s Court concerning some 
issues on application of law for the trial of 
cases on disputes over technology contracts.

Article 55 of the Chinese  
Anti-Monopoly Law 
The provisions of this Law do 
not apply to Business Operators 
exercising their intellectual 
property rights in accordance with 
the provisions of relevant laws 
and administrative regulations 
relating to intellectual property.  
However, the provisions of this 
Law do apply to cases where a 
Business Operator abuses its 
intellectual property rights in order 
to exclude or restrict competition. 

Relevant extracts from Article 
10 of the Supreme Court 
Interpretation listing provisions 
which would be held invalid 
for “illegally monopolising 
technology and impairing 
technological progress”

“Restricting one party from ●●

carrying out new research 
and development on the basis 
of the contractual subject 
technology, or restricting that 
party from using the improved 
technology, or the conditions 
for one party to exchange the 
improved technology with the 
other being not reciprocal”. 

“Restricting one party from ●●

obtaining from other sources 
technology similar to, or 
competing with, that of the 
technology provider”.

“Impeding one party’s ●●

sufficient exploitation of the 
contractual subject technology 
in a reasonable way pursuant 
to market demands”.  
 

This may include restricting 
the party from meeting 
changing market demands 
by restricting its ability 
to modify the product’s 
quantity, varieties, price, sales 
channel or export market.

“Requiring the technology ●●

user to comply with conditions 
not necessary to exploit the 
technology”. 
 
For example, requiring a 
manufacturer to buy the 
requisite components or 
raw materials from the 
technology provider. 

“Prohibiting the technology ●●

user from questioning  
the validity of the 
intellectual property”. n
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New Vietnamese customs regulations  
to combat counterfeiting

New customs regulations25 give 
owners of trade marks, patents  
and other IP rights in Vietnam 
specific procedural means for 
requesting the assistance of 
Vietnamese customs in their fight  
to combat counterfeiting and other 
infringements of their rights.

IP rights owners may now request 
Vietnamese customs to:

“inspect and supervise” (that ●●

is, monitor) the import and 
export of goods suspected of 
infringing IP rights; and/or

suspend customs procedures in ●●

respect of those goods, to allow 
the rights owner to exercise 
its right to seek administrative 
and other forms of relief to 
deal with the infringement.

The application
The rights owner must first lodge 
a “Request for inspection and 
supervision” with the provincial 
Department of Customs in the specific 
region where infringing goods are 
suspected of being imported and/or 
exported. If the rights owner believes 
that more than one province is involved 
it must lodge the Request with the 
General Department of Customs 
Anti-Smuggling Division, which will 
then liaise with the local departments. 
The Request must include:

evidence of ownership of the ●●

IP right (for example, a trade 
mark registration certificate);

data, samples, photos, etc sufficient ●●

to identify the goods; and

the method of the goods' ●●

import and/or export.

The customs office must process 
the Request in 30 days. An approved 
Request (which may later be amended 
or supplemented) is valid for one year 
from the date it was filed and it may 
be renewed by filing a new Request.

Temporary suspension of 
customs procedure
If the customs office identifies a 
consignment of suspected infringing 
goods, it will notify the rights owner (or 
its agent). The owner may then request 
customs to temporarily suspend 
customs procedures in respect of those 
goods while the owner and/or customs 
proceeds with administrative action to 
confirm the infringement and obtain 
appropriate remedies. When requesting 
temporary suspension of customs 
procedures for a particular consignment 
of goods, the rights owner must give a 
bond as security for damages payable 
to the owner of the detained goods if 
the goods are found not to infringe. It is 
important that the rights owner, having 
obtained the temporary suspension, 
follows through with procedures to 
establish the infringement. If it does 
not, it may have to defend a claim for 
wrongful detention of the goods. 

Appointment of a 
representative
Rights owners, including foreign 
nationals, may exercise their rights 
under the new regulations through an 
authorised representative or a legal 
representative. The representative’s 
authority must be properly documented 
by a Power of Attorney and, in the 
case of a legal representative, by 
documents evidencing the status 
of the legal representative.

Comment
The new Vietnamese customs 
regulations provide owners of IP rights 
with another weapon for combating 
counterfeiting and other infringements 
of IP rights in Vietnam. They also 
represent a further positive step 
in the evolution of Vietnam’s legal 
framework for protecting IP rights. n  

 

25	 Decision No 916-QD-TCHQ, which came into 
effect on 15 April 2008.

Gregory Buhyoff
gregory.buhyoff@lovells.com
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LOVELLS IP NEWS
We are pleased to announce the arrival in London of a new IP partner, Adam Cooke. 
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Adam has over 20 years’ experience 
in IP, focusing on patent litigation 
especially in the life sciences field.

Highlights of Adam’s career to date 
include acting for Genentech in 
numerous disputes, including those 
relating to tissue plasminogen activator 
and human growth hormone. He also 
acted for Lectra Systems in Gerber v 
Lectra, a landmark case concerning 
the assessment of patent damages. 

Adam has also represented clients 
in litigation concerning medical use 
and generic pharmaceutical patents 
as well as judicial review proceedings 
relating to data exclusivity.

Adam joins after four months’ 
“garden leave” when he spent 
time with Boran pastoralists in the 
thornscrub of NE Kenya and climbed 
Kilimanjaro. He looks forward to 
scaling new heights at Lovells! n 

Adam Cooke
adam.cooke@lovells.com
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